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— Qutline

/ \

» Security requirements to Open Collaborative Environment (OCE)
» Job-centric security model for OCE Security Architecture

* Using Generic AAA (GAAA) Authorisation framework and Role Based
Access Control (RBAC) for fine grained access control

+ Optimised push-pull-agent model using AuthZ tickets and tokens
« Trust relations in distributed access control infrastructure
* Implementation details — GAAAPI and Collaboratory.nl project
 Summary - Used technologies and new developments
« Additional materials (technical)
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- OCE specific security requirements and common
problems

* Open Collaborative Environment specific security requirements
+ Dynamic and multidomain
o Customer driven
+ Human controlled and interactive
o Data protection: personal, experimental data and metadata

« Common problems addressed

+ Authorisation service performance
— Using XML based ticket/token — integrity and secure context management

+ Session management in RBAC Authorisation

+ Key management and trust relations in distributed access control
infrastructure

o Compatibility and integration with existing access control tools
— Policy formats mapping for flexible policy exchange and combination
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— OCE/ CNL Security built around Job description

/ \

Job Description Job Manager
(Scheduler)
* JoblD
* Job Attributes EE—
* Job Priority
* Job Owner
Signed
Order
Document | * User List
< . .
(BA/TAL) * g;ién';:jmt? Access Control
System
* UserDB
p| * Policy
* Policy Ref/Attach * AuthN/Z context
* Trust Anchor (TA2)

Job Description as a semantic object defining Job attributes and User attributes
* Requires document based or semantic oriented Security paradigm

Trust domain based on Business Agreement (BA) or Trust Agreement (TA)
through PKI
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Major interacting components and entities in the Job-
centric security model
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TA — Trust Anchor; TR# - trust path from root (resource); RAM — Resource Allocation and
Management; UserCT — User Collaborative Tools
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Site Authorisation service implementing RBAC and combined pull-
push model

Site Services/Resour ces
i [ L
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S Deliv | I AzTicket ! T .
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Implementation suggestions for OCE/CNL

« PDP and PAP must share common namespace

 Policy and respectively PAP should be referenced in the request message explicitly
or known to PEP and PDP a priory

 Every PEP in the chain of policy enforcement should take care of the whole request
evaluation/enforcement by calling to a single (master) PDP.

¢ PEP should not do multiple decision combination.
 Only one PDP should provide a final decision on the whole request

¢ However, PEP may have a possibility to request different PDP types based on
request semantics/namespace and referred policy

 When using ticket/token based access control model, the PEP should understand
and have a possibility to validate the AuthZ ticket issued by trusted PDP

¢ The AuthZ ticket should have validity and usage restriction and contain
information about the decision and the resource.

* For the further validation of the AuthZ tickets/token, the PEP may cache the ticket
locally to speed-up the validation procedure.
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Before deploying security infrastructure

Design conventions and agreements
« Key distribution and trust establishing
o Currently, in search of simple consistent model

* Policy definition and format including subject, attributes/roles, actions
semantics and namespaces

o Compatibility with existing formats, e.g. SAML, XACML

+ Policy format defines/defined by the PDP implementation
» Secure credentials/ticket format

+ Standard vs proprietary
* Protocols and Messages format

¢ SOAP + XACML Request/Response

¢ SOAP + SAMLP + XACML
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Traditional Access Control model —
setting up trust and authority relations

Policy, attributes semantics and namespaces are known a priory to all
participating parties
o A requestor knows what information to present to adhere to a specific policy
and in what format

PEP and PDP locations are known and interacting parties are known

Trust relations between PDP, AA and resource are established

o Resource trusts PDP’s decision that can be delivered to a Resource in a
form of AuthzTicket or based on default trust between PEP and Resource

o Root of policy enforcement hierarchy, like in real life, belongs to the resource
owner

This approach is not sufficient for emerging Service Oriented
Architecture (SOA)
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~ Trust relations in distributed access control
infrastructure

/ \
B — ]
_______________ , Site Services/Resour ces - -
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Obtaining required permissions to perform requested action by the user:

User => Aut hN( HomeOrg. staff(TA2), Job. nenbers) =>
=> Aut hZ( Menber.rol es, Policy.permssions) =>
=> Resour ce. perm ssi ons
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Issues in using XACML and SAML for Authorization

XACML issues/problems

 No mechanisms for authenticity and integrity

 No communication protocol specified

* No AuthZ session management

» Policy doesn’t have Subject/Attribute (cryptographic) validation function
SAML issues/problems

e No direct mapping from XACML Authz decision to SAML AuthzStatement
* Full AuthZ Assertion is not elegant

Common SAML and XACML issues
« Complex in implementation
* Require separate key/trust management support
* Require application/community specific attribute namespace definition
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— GAAAPI Trust Domains Configuration

\

Options for trust domains configuration depend on possible PEP and PDP
location:

 PEP is protecting Resource, and therefore should be located in the Resource
trust domain

« PDP may be remote, in this case communication between PEP and PDP must
be protected cryptographically

Trust domain identifiers:
« TRUSTDOMAIN_PEP = "urn:cnl:trust:pep";
« TRUSTDOMAIN_PDP ="urn:cnl:trust:pdp";
« TRUSTDOMAIN_PEP_PDP = "urn:cnl:trust:pep-pdp";

Authorities identifiers:
« TICKETAUTHORITY_PEP = "urn:cnl:trust:tickauth:pep";
« TICKETAUTHORITY_PDP = "urn:cnl:trust:tickauth:pdp";

Note: Current implementation is in class ConfigTrustDomains for
debugging/demo purposes
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— Security Configuration Parameters

/ A

Key store location and access
o keystoreType ="JKS"
» keystoreFile = LOCAL_DIR_KEYSTORE + "keystore5cnisec.jks"

o keystorePass = “¥rrkirn
o trustedstoreFile = LOCAL_DIR_KEYSTORE_TRUSTED + "keystore5cnltrusted.jks"

o trustedstorePass = “**xx*"
Trusted and local keys/credentials for PEP trust domain (Certs are selfsigned)
« pepprivKalias = "cnl_pep"
* peppubKalias = "cnl_pep"
* pepprivKkpass = "Trust:pep"
* pdppubKalias = "cnl_aaapdp"”
Trusted sites or authorities
« trustedAuth = "cnl-trust.xml* // similar to and to be compatible with Shibboleth

AuthzTicket authority
 tickauth = (tickauthPDP | tickauthPEP)

SURFnet, Mex 24, 2005. Utrecht XACML and SAML suggort in GAAAPI gi gg H



\ /

— GAAAPI security related directories configuration

/ \

Configuration directories
LOCAL_DIR_ROOT =""

LOCAL_DIR_KEYSTORE_CNLSEC = LOCAL_DIR_ROOT +
"data/keystore/cnisec/"

LOCAL_DIR_KEYSTORE _TRUSTED = LOCAL_DIR_ROOT +
"data/keystore/trusted/"

LOCAL _DIR_SYMKEYSTORE = LOCAL DIR_ROOT +
"data/keystore/cnlsec/symkeystore/"

LOCAL_DIR_SCHEMAS = LOCAL_DIR_ROOT + "data/schemas/*
Temporal directory and cache

LOCAL _DIR_AAADATA CACHE AZTICKETS = LOCAL_DIR_ROOQOT +
" aaadata/cache/aztickets/"

LOCAL_DIR_AAADATA_TMP = LOCAL_DIR_ROOT + " aaadata/tmp/*

Note. Currently configured in ConfigCNLSecurity class
SURFnet, May 24, 2005. Utrecht XACML and SAML support in GAAAPI Slide_15
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— CNL2 AuthZ policy: Resource, Actions, Subject, Roles

4 A\

Actions (8) Roles (4)
o StartSession o Analyst
e StopSession o Customer
e JoinSession  Guest
o ControlExperiment o Administrator
o Controllnstrument o (CertifliedAnalyst)

* ViewExperiment
* ViewArchive
e AdminTask

Naming convention
 Resource - “http://resources.collaboratory.nl/Phillips XPS1”
e Subject — “WHO740@users.collaboratory.nl”
* Roles - “role” or “role@JobID”
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— AAA Policy and XACML Policy formats

\

CNL AAA Policy

Subject

Resource/
Environment

Rules

RBAC/XACML
Policy

Target
{SRA, (B}

PolicySet

Policy
{Rules}

Policy
{Rules}

XACML Policy

1
i Rule Combination :

. Algorithm |

_______________

Policy Target
{SRA, (B}

Rule ID#1

| {S R A} !

__________
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— CNL2 AuthZ policy: RBAC using AAA format

/ \

Policy generation conventions
e Subject validation
* Resource and Environment checking

e Access rules evaluation

¢ Rules are expressed as permissions to perform an action against Subject
role
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— CNL2 AuthZ policy: RBAC using XACML format

/ \

Policy generation conventions

* Policy Target is defined for the Resource and may include Environment
checking

* Policy combination algorithm is “ordered-deny-override” or “deny-
override”
* Rule Target is defined for the Action

+ Rule’s Condition provides matching of roles which are allowed to perform the
Action

e Access rules evaluation

¢ Rules are expressed as permissions to perform an action against Subject
role

+ Rules effect is “Permit”
Subject validation — is not supported by current XACML functionality
¢ TODO: add Function or do validation at/by PEP or Context Handler
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— Session management in CNL2 AuthZ system

/ \

e Maintaining session is a part of generic RBAC functionality
» Session can be started only by authorised Subject/Role
+ Session can be joined by other less privileged users
« SessionID is included into AuthzTicket together with other decision
attributes
+ Signed AuthzTicket is cached by PEP or PDP
« If session is terminated, cached AuthzTicket is deleted

+ Note: AuthzTicket revocation should be done globally for the AuthZ trust
domain
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Tickets/Tokens handling in AuthZ system

y ™
4 R 4
SrvReq (AzTick/AzTok) ——j- ReqPolicyDecision -
Requestor PEP PDOP
alf}—SrvDeliv (AzTick/AzTok) ReturnDecision
.
\_ _J ™~ \. J
A | ~ |
. . - ““
Htr'lrlclv: Sv;ck YeriReq Conflfval S "‘--. EacheTlcket

Requestor
Cache ReqTickifToken —jm-
(tickets/ Request Cached
cookie) Triage ReturnTicket Tickets

» AuthzTicket is issued by PDP and may be issued by PEP
» AuthzTicket must be signed

» AuthzTicket contains all necessary information to make local PEP-Triage Request
verification

» When using AuthzTokens, AuthzTickets must be cached; Resolution mechanism from
token to ticket must be provided
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Mapping between CNLAuthzTicket, XACML Request/Response and

SAML Authorization Assertion

SU

CNLAuthzTicket

{Obligation}

RFnet, May 24, 2005. Utrecht

XACML and SAML support in GAAAPI

XACML Request
{Subject} | ssuer
SubjectID @
AuthnToken Berdlan
JoblD
{Roles}
{Resolr e} Validity
ResContent
{ResAttribs} CommunResty)
Action Subject
{ActionAttrs \. SubjectiD
Environment S~ AuthnToken
{EnvirAttrs} \, J0bID
> {Roles}
XACMLResponse Resource
Resil L o] RecourcaD |
Action
’f {Actions}
DEEEET Obligations
Status —’——P[ {Obligation}
StatusMsy
StatusDetail
Obligations

SAML 20AuthzAssertion

| ssuer

Subject

| by SubiNamelD

~_—» SubjConfirm

Conditions

ValidityTi meb

AudienceRstr

Proxy/1Time

p| { Condition}

Advice

{ Assertions}
OtherInfo

L1 SAMLAuthzStatm

Action

O (ActioniD}

\\ Evidence

\\i‘
AttrAssertion

L { Assertions}

S~
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— Using SAML 1.1/2.0 for AuthzTicket expression

/ \

SAML 2.0vs SAML 1.1
» Better security features
» Issuer and Subject are top level elements
» Encrypted elements for Subject, Attributes, Evidence
o Special profile for XACMLAuthzStatement

General problems for Authorisation assertion

« Attributes can be placed only as deep as 5 level down:
Assertion/AuthzStatement/Evidence/Attribute Assertion/Attribute/AttributeVValue

« Ambiguous location for PolicyURIs and SessionID
* Ambiguous mapping for XACML/Obligation to SAML/(Condition or Advice)
« SAML1.1 ConfirmationData element is an extensible type — compatibility problems
« XACML Obligation element
¢ Can be mapped to SAML Condition element or SAML Advice element
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— CNLAuthzTicket example — 1011 bytes

/ A\

<cnl : CNLAut hzTi cket xm ns: AAA="ht t p: / / www. AAAar ch. or g/ ns/ AAA BoD"
xm ns: cnl ="http://ww. aaaut hr each. or g/ ns/ #CNL"
| ssuer="http://ww. AAAar ch. or g/ server s/ AAA" Pol i cyURI s="CNLpolicy01"
Sessi onl ndex="JobXPS1- 2005- 001" Ti cket| D="c24d2c7dba476041b7853e63689193ad" >

<l-- Mandatory elenents -->

<cnl : Deci si on
Resourcel D="http://resources. col | aboratory.nl/Philips XPS1">Permt</cnl:Decision>

<cnl :Validity Not Before="2005-02-13T01: 26: 42. 699Z" Not OnOr Aft er =" 2005- 02-
14T01: 26: 42. 6992"/ >

<l-- Additional elenents -->
<cnl : Subj ect |1d="subject">
<cnl : Subj ect | D>WHO740@iser s. col | aborat ory. nl </ cnl : Subj ect | D>
<cnl : Subj ect Confi r mat i onDat a>SeDFGVHYTY83ZXx EdsweOP8I ok
</ cnl : Subj ect Confi rmati onDat a>
<cnl : Jobl D>CNL2- XPS1- 2005- 02- 02</ cnl : Jobl D>
<cnl : Rol e>anal yst @obl D; expert @obl D</ cnl : Rol e>
</ cnl : Subj ect >
<cnl : Resource>http://resources. col | aborat ory. nl/Philips_XPSl</cnl: Resource>
<cnl : Acti ons>
<cnl : Action>cnl:actions: CtrlInstr</cnl:Action>
<cnl : Action>cnl : actions: Ctrl| Exper</cnl: Action>
</cnl: Actions>
<ds: Si gnature xm ns:ds="http://ww. w3. org/ 2000/ 09/ xm dsi g#"> ... </ds: Si gnature>
</ cnl : CNLAut hzTi cket >
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— CNLAuthzToken example — 293 bytes

/ A\

<cnl : CNLAut hzToken Tokenl D="ed9d969e1262bald3a7f 33dbd670dd94" >

<cnl : TokenVal ue>

0l Zt 9WsJT6an+t | xhhTPt i zt DpZ+i ynx7K7X2Cxd2i BWCUTQON61Szv81DKI | Wsq751 sHf usnnb6
zT3f hKUlzEUsob7p6o0M_.M/hb42+vj f vNeJu2r oknhl Dzr uM r 6hMDs| f aot URepu7QCTOsADDI f
X89Et 55EK SE90E9qBD8=

</ cnl : TokenVal ue>

</ cnl : CNLAut hzToken>

e CNLAuthzToken is constructed of the CNLAuthzTicket TicketlD and
SignatureValue

 CNLAuthzToken use suggests caching CNLAuthzTicket
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— Summary - Used technologies and new developments

« Job-centric security model that responds OCE dynamic distributed
requirements

+ Job description format — to be compatible with WS-Agreement and GGF
JSDL (Job Submission Description Language)

Trust model for distributed access control system
Extended RBAC functionality based on GAAA Authorisation framework

+ XACML Request/Response messaging

+ Current policy expression format is AAA and migration to XACML based
policy exchange and combination

GAAA Authorisation performance optimisation using tickets/tokens
o Proprietary and SAML based AuthzTicket format
o AuthZ/Resource Session management

XML Signature and XML Encryption for JobDescription and AuthzTicket
security
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— Summary - Future development

/ \

« Common policy expression and exchange format based on XACML
 GAAAPI/GAAA tk profile for multidomain AuthZ and pushing policy
* Integrating with existing Access Control and other tools

o GT4 Authorization Framework - http://www.globus.org/toolkit/

o EGEE gLite Authorisation Framework
- http://hepunx.rl.ac.uk/egee/jral-uk/qglite-r1/

* Binding Policy to WSDL service description
¢ Using WS-Security Framework and OGSA/WSRF

« Adding VO and VOMS functionality - for user and resource attributes
management

« AuthN and Identity management

 More information
¢ GAAA tk - http://www.science.uva.nl/research/air/projects/aaa/
o GAAAPI - http://staff.science.uva.nl/~demch/projects/aaauthreach/
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— Additional information

/ A\

* Open policy enforcement model
¢ binding policy to WSDL with WS-PolicyAttachment

» Generic AAA Architecture and RBAC model
« XACML AuthZ Request and Response messages format and example
» Detailed AuthZ and AuthN ticket and token examples

SURFnetI M% 24i 2005. Utrecht XACML and SAML suggort in GAAAPI ﬁ '| ﬂﬁ ag



Open policy enforcement model in WSA/SOA using WS-

PolicyAttachment mechanisms

Ser vices/Resour ces

|
1 1

PEP

Resource/
Service

WSDL interface
| AuthN Reg/Valid !
AuthN < [ q-=- - !

AttrAuth

________ i | | PAP (ext)

PAP

SURFnet, May 24, 2005. Utrecht

XACML and SAML support in GAAAPI

Linking dynamically all
components of the access
control system

Policy is attached to any
component of the service
description in WSDL
format

Interacting services will fetch
policy document and apply
restrictions/rules to
elements, which declared
policy compliance
requirements

Provides a basis for mutual
authorisation
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— Attaching policy to WSDL - Example

/ A\

a

<definitions xm ns="http://schemas. xm soap. org/ wsdl /"

< ... snip long nanespace declaration ... >

xm ns: wsp="http://schemas. xn soap. or g/ ws/ 2002/ 12/ pol i cy"

xmns:cnl="http://cnl.telin.nl/cnl"™ xm ns: policy="cnl-policy-schema. xsd"

t ar get Nanmespace="http://cnl.telin.nl/cnl">

<nessage name="Vi ewkExperi nment Request"” wsp: Poli cyURI s="cnl - policy-02exanpl e. xm ">

<part nane="coordi nateX" type="xs:string"/>
<part nane="coordi nateY" type="xs:string"/>
<part nane="zoonl type="xs:int"/>

</ message>

<<< snip >>>>
<wsp: PolicyAttachnent ... >

<wsp: Appl i esTo>
<x: Domai nExpr essi on/ > +
</wsp: Appl i esTo>
( <wsp: Policy> ..</wsp:Policy> |
<wsp: Pol i cyRef erence>. .. </ wsp: Poli cyReference> ) +
<wsse: Security>...</wsse: Security> ?

</wsp: Pol i cyAttachnent >
<wsp: Usi ngPol i cy wsdl : Requi red="true"/>

</definitions>

SURFnetI M% 24i 2005. Utrecht XACML and SAML suggort in GAAAPI ﬁi ﬂﬁ 3]
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— (1) Generic AAA Architecture by AIRG (UvA)

/ A

! JJ Policy based Authorization

Request/Response decision
* Req {AuthNtoken, Attr/Roles,
PolicyTypeld, ConditionExt}
« RBE (Req + Policy) =>
=> Decision {ResponseAAA,
ActionExt}

Generic AAA * ActionExt = {RegqAAAEXt,
RBE ASMcontrol}

 ResponseAAA =
{AckAAA/RejectAAA, RegAttr,
Policy ﬂ ASM ﬂ RegAuthN, BindAAA
(Resource, Id/Attr)}

*Defined by *Tranglate logDecision => Action
Resource owner *Trandate State => LogCondition

SURFnet, Mex 24, 2005. Utrecht XACML and SAML suggort in GAAAPI gi gg §z
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(2) RBAC: main components and dataflow — XACML model

/

obligations
service

PEP/AEF - Policy Enforcement
Point (authorisation
enforcement function)

access 2. access request 13a. access decision Ssn:ica PDP/ADF ) POIICy DeCISIOn
requester (provider) Point (authorisation
decision function)
PIP - Policy Information Point

13b. obligations

J.request 12 response

4. request
Satibuie___ AA - Attribute Authority
PDP I querles context 9, resource Resource ) ] _
10 attributos e handller content (RIP) PAP - Policy Authority Point
11. response
e oy,
6 attribule 5 ribute
query
7. resource
1. policy attributes —
7b. environment
atributes — |
Ta. subject
attributes
PAP Subjects environment

(AA)

L
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-~ GAAAPI implementation —
. XACML Request message format

/

:—SuhiectTﬂle | <?xm version="1.0" encodi ng="UTF-8""?>
E— <AAA: AAARequest
SubjectiD
| I xm ns: AAA="ht t p: / / www. AAA. or g/ ns/ AAA BoD
| _4__53-'_'-3_ | xsi:schemaLocation="http://ww. AAA org/n
Subject E]-ﬁ*E_ 0. s/ AAA BoD
_L' oo | http://146.50. 22. 64/ CNLdenpl. xsd"
| T topib version="0.1" type="CNLdenol">
| = Ton | <Subj ect >
i a 2teN | <Subj ect | D>
WHO740@user s. col | abor at ory. nl </ Subj ect |1 D
>
<Token>
2SeDFGVHYTY83ZXx Edswe 0P8I ok) y GHx Vf HomB0
</ Token>

<Jobl D>Jobl D- XPS1- 212</ Jobl D>
<Rol e>Anal yst @obl D</ Rol e>

</ Subj ect >

] <Resour ce>

| ActionType

- - | <Resour cel D>

—{, Action B3~ :E|_| ActioniD H | http://resources. col | aboratory.nl/Philli
| | ps_XPS1

AAARequest [%]—(—"-—:EI—

1. .00
J </ Resour cel D>

l — e </ Resour ce>

o ______ e | <Acti on>
- -+ Envirenment El—l-@zlu: Environment.ﬁ.ttrihute?}
""""""""""" | <Acti onl D>Control I nstrunment </ Attri butel D

- ] >
</ Action>

</ AAA: AAARequest >
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{

f. //_ GAAAPI implementation —
;' XACML Response message format

— — — — — — — — — —— — — — e ey

|
|
(AAAResponseTm]e E]—(—--—:EI—LResult EH{* =

1.0 |

<?xm version="1.0" encodi ng="UTF-8"?>

<AAA: AAAResponse xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schema- i nst ance"
Xxsi : noNanespaceSchenalLocat i on="aaa- cnl -response- 00. xsd" versi on="0.0">

<Result Resourcel d="http://resources.col | aboratory.nl/Phillips_XPS1">
<Deci si on>Per m t </ Deci si on>
<St at us>
<St at usCode Val ue="K"/ >
<St at usMessage>Request successful </ St at usMessage>
</ St at us>
</ Resul t >
</ AAA: AAAResponse>

SURFnetI M% 24I 2005. Utrecht éﬁ‘ iM | am %M | ﬁ mmﬂ m ﬁéﬁﬁﬁl s '| ﬂﬁ ai



\ /

- — AAA Policy and RBAC/XACML Policy

/\

I
CNL AAA Policy RBAC/XACML XACML Policy
Policy
Subject Target
(SRA, E) Taget
(S RA, (B}
Resgurce/ PolicySet
Environment
Policy Rules
Rules {Rules}
Policy
{Rules}

SURFnetI M% 24I 2005. Utrecht éﬁ‘ iM | am %M | ﬁ mmﬂ m ﬁéﬁﬁﬁl s '| ﬂﬁ aﬁ



\ /

— CNLAuthzTicket example — 1011 bytes

/ A\

<cnl : CNLAut hzTi cket xm ns: AAA="ht t p: / / www. AAAar ch. or g/ ns/ AAA_BoD'
xm ns:cnl ="http://ww. aaaut hr each. or g/ ns/ #CNL" | ssuer="http://ww. AAAar ch. or g/ server s/ AAA
Pol i cyURI s="CNLpol i cy0l1" Sessi onl ndex="JobXPS1-2005- 001"
Ti cket | D="c24d2c7dba476041b7853e63689193ad" >

<l-- Mandatory el enents -->

<cnl : Deci si on
Resourcel D="http://resources. col | aboratory. nl/Philips_XPS1">Perm t</cnl: Deci si on>

<cnl : Val i dity Not Bef or e="2005-02-13T01: 26: 42. 699Z" Not OnOr Af t er =" 2005- 02-
14TO01: 26: 42. 699Z2"/ >

<l-- Additional elenents -->
<cnl : Subj ect |d="subject">
<cnl : Subj ect | D>WHO740@user s. col | aborat ory. nl </ cnl : Subj ect | D>
<cnl : Subj ect Confi r mat i onDat a>SeDFGVHYTY83ZXx EdsweOP8Il ok</ cnl : Subj ect Conf i r mat i onDat a>
<cnl : Jobl D>CNL2- XPS1- 2005- 02- 02</ cnl : Jobl D>
<cnl : Rol e>anal yst @obl D; expert @obl D</ cnl : Rol e>
</ cnl : Subj ect >
<cnl : Resource>http://resources. col | aborat ory. nl/Philips_XPS1</cnl : Resource>
<cnl : Acti ons>
<cnl : Action>cnl:actions: CtrlInstr</cnl:Action>
<cnl : Action>cnl :actions: Ctrl| Exper</cnl: Action>
</cnl : Acti ons>
<ds: Si gnature xm ns:ds="http://ww. w3. org/ 2000/ 09/ xm dsi g#"> ... </ds: Si gnature>
</ cnl : CNLAut hzTi cket >
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~ CNLAuthzTicket XML Signature element — 957 bytes
(total signed ticket 1968 bytes)

<ds: Signature xm ns:ds="http://ww. w3. org/ 2000/ 09/ xm dsi g#" >
<ds: Si gnedl nf 0>
<ds: Canoni cal i zati onMet hod Al gorithm="http://ww. w3. org/ TR/ 2001/ REC- xnl - c14n- 20010315"/ >
<ds: Si gnat ureMet hod Al gorithm="http://ww. w3. or g/ 2000/ 09/ xm dsi g#r sa-shal"/ >
<ds: Reference URI ="">
<ds: Tr ansf or ns>
<ds: Transform Al gorithm="http://ww. w3. org/ 2000/ 09/ xm dsi g#envel oped- si gnature"/ >

<ds: Transform Al gorithnm="http://ww. w3. org/ TR/ 2001/ REC- xm - c14n-
20010315#W t hComent s"/ >

</ ds: Transf or ns>
<ds: D gest Met hod Al gorithm="http://ww. wW3. or g/ 2000/ 09/ xm dsi g#shal"/ >
<ds: Di gest Val ue>nr Nr ZZDi w 2aDnKXFEHSeoi xnsc=</ ds: Di gest Val ue>
</ ds: Ref er ence>
</ ds: Si gnedl nf 0>
<ds: Si gnat ur eVal ue>
0l Zt 9WsJT6an+t | xhhTPt i zt DpZ+i ynx7K7X2Cxd2i BWCUTQON61Szv81DKI | Wsq751 sHf usnnb6
zT3f hKUlzEUsob7p6oM_M7hb42+vj f vNeJu2r oknhl Dzr uM r 6hMDs| f aot URepu7QCTOsADNnDI f
X89Et 55EK SE90E9qBD8=
</ ds: Si gnat ur eval ue>

<ds: Keylnfo> << ... snip ... >> </ds: Keyl nf o>

</ds:Signature>
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RSA <ds:KeyInfo> element — 1010 bytes
(total signed ticket with KeylInfo - 3078 bytes)

<ds: Keyl nf 0>
<ds: X509Dat a>
<ds: X509Certificate>
M | CADCCAVK CBEGX/ FYwDQYJKoZI hvc NAQEEBQAWRz EL MAk GA1 UEBhMCTk wx GTAXBgNVBAO TEENV
bGxhYnBy YXRvcnkubmux HTAb BgNVBAMTFEFBQXV0aHJ | YWNol FNI Y3 VyaXR5NMB4 XDTAOMI Ex NTAw
NDYxNFoXDTALNMDI x Mz AMNDYx NFowRz EL MAk GA1 UEBhMCTkwx GTAXBgNVBAO TEENV bGxhYmBy YXRv
cnkubmax HTAbBgNVBAMTFEFBOQXV0aHJ| YWNol FNI Y3VyaXR5M Gf MAOGCSqGSI b3DQEBAQUAAAGN
ADCBi QKBgQDdDr BhVnr 1nD9eqi 7U7miyj | Rxf vj AKv33Epuaj vTKHpKUgLj bcBC3j NJ4F7a0G XQ
cVbuF/ aDx/ ydl UIXQkt vFXKOSn7 7WeSel OcLc1hYf USAg4nudt f sB7r A +CzNnVdr 6 RLFpS9YFE
| v5pt GaNGSbwHj U02HnAr EGL2K+0AW DAQABMAOGCSqGSI b3 DQEBBAUAA4 GCBADHKgk OMMPIDv O
bM/f 40qXTt h7yv803Zol 7+nql BO9Tqgf / bVNLM8vNo5f WRHbpnHI FFgTk31nr Jf 8kEZEof vwAeV\s
1gQ Yf sloxvsMPKHxFj JDi ZI LkHRVi JI / sl z5a7pkLql XLRsPFRzi TksenRXB/ f TSKDzML4pz QZg
H cO
</ ds: X509Certificate>
</ ds: X509Dat a>
<ds: KeyVal ue>
<ds: RSAKeyVal ue>
<ds: Modul us>
3QBWYVZg9Zw XgoulOsuMyEcX74wWCr 99xKbno70yh6Sl | C423AQx 4zSeBe2t Bol OHFW hf 2g8f 8
NSFCVOJLbxcSt Epu+1l XknpdHC3NYWHLEgI QJr nbX7Ae6bw / gszZ1Xa+kSxaUvV\BRIb+abRnj Rkm
8B41NNh5wWKxBi 9i vt AME
</ ds: Modul us>
<ds: Exponent >AQAB</ ds: Exponent >
</ ds: RSAKeyVal ue>
</ ds: KeyVal ue>
</ ds: Keyl nf o>
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— CNLAuthzToken example — 293 bytes

/ A\

<cnl : CNLAut hzToken Tokenl D="ed9d969e1262bald3a7f 33dbd670dd94" >

<cnl : TokenVal ue>

0l Zt 9WsJT6an+t | xhhTPt i zt DpZ+i ynx7K7X2Cxd2i BWCUTQNn61Szv81DKI | Wq751 sHf usnnb6
zT3f hKUlzEUsob7p6oM.M7hb42+vj f vNeJu2r oknhl Dzr uM r 6hIMDs| f aot URepu7QCTOs ADBI f
X89Et 55EKSE90E9qBD8=

</ cnl : TokenVal ue>

</ cnl : CNLAut hzToken>

CNLAuthzToken is constructed of the CNLAuthzTicket TicketlD and SignatureValue
CNLAuthzToken use suggests caching CNLAuthzTicket's
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— CNLSAMLAuthzTicket example — 2254 bytes

/ \

a

<Assertion xm ns="urn:oasis: nanes:tc: SAM.: 1. 0: assertion"” xm ns:sam ="urn: oasi s: nanes: tc: SAML: 1. 0: assertion”
xm ns: sam p="urn: oasi s: nanes: tc: SAM.: 1. 0: prot ocol " Assertionl D="c236b047d62db5cecec6b240996bcb90" |ssuel nst ant ="2005- 02-
15T14: 53: 23. 5427" | ssuer="cnl : subj ect: CNLAAAaut hori ty" Version="1.1">

<Condi ti ons Not Bef or e="2005- 02-16T14: 32: 12. 506Z" Not OnOr Af t er =" 2005- 02- 17T14: 32: 12. 506Z" >
<Condi ti on xsi:type="typens: cnl:session-id">JobXPSl-2005- 001</ Conditi on>
<Condi tion xsi:type="typens:cnl:policy-uri">CNLpolicy0l</Condition>
</ Condi ti ons>
<Aut hori zat i onDeci si onSt at ement Deci si on="Permit" Resource="http://resources. collaboratory.nl/Philips_XPS1">
<Acti on Nanespace="urn:oasi s: nanmes:tc: SAM.: 1. 0: action:cnl:action">cnl:actions: CtrlInstr</Action>
<Acti on Nanespace="urn:oasi s: nanmes:tc: SAM.: 1. 0: action: cnl:action">cnl:actions: Ctrl Exper</Acti on>
<Evi dence>

<Assertion Assertionl D="f3a7ea74e515ffe776bl0a7eef 0119d7" | ssuel nstant ="2005-02-15T14: 53: 23. 542z"
| ssuer ="cnl : subj ect: CNLAAAaut hority" MajorVersi on="1" M nor Ver si on="1">

<Condi ti ons Not Bef or e="2005- 02- 15T14: 53: 11. 745Z" Not OnOr Af t er =" 2005- 02- 16T14: 53: 11. 745Z2"/ >
<Attri buteSt at enent >
<Subj ect >

<Nanel denti fi er Fornmat="urn:oasis: nanes:tc: SAM.: 1. 1: nanei d- f or mat : enai | Addr ess"
NameQual i fi er="cnl : subj ect">WHO740@ser s. col | abor at ory. nl </ Nanel denti fier>

<Subj ect Confi rnati on>
<Confi rmati onMet hod>si gned- subj ect - i d</ Confi r mati onMet hod> ====» noved to attr in SAML 2.0
<Conf i rmati onDat a>
PBLI R0OaZRt dZng9791 j 8eDpJ5VT6BXxxWBt SApC5BPNI sf HRUc OCOpWRowXBw2 Tm0ZdJ G\Nz FWhM nz
XU3/ wSdLj v+si QRIG yZ7WeqkMCqY8Vi zM 5uRuUAsr r 7Al Hv9/ DP1ksJMNDZ5DnGosMe+Zygn
Kogf MjhK+DKgPwWf HF6U=</ Conf i r mat i onDat a>

</ Subj ect Confirmati on>

</ Subj ect >

<Attribute xm ns:typens="urn:cnl" xm ns:xsd="http://wwmv w3. org/ 2001/ XM_Schema" xm ns: xsi ="htt p://ww. w3. or g/ 2001/ XM_Schena-
i nstance" AttributeName="AttributeSubject" AttributeNanespace="urn:cnl">

<Attributeval ue xsi:type="typens:cnl:job-id">CNL2- XPS1- 2005- 02- 02</ At t ri but evVal ue> ====» | evel 5 el enent
<AttributeVal ue xsi:type="typens:cnl:role">anal yst @obl D, expert @obl D</ Attri but eVal ue>
</Attribute>
</ AttributeStatenment>
</ Assertion>
</ Bvi dence>
</ Aut hori zat i onDeci si onSt at ement >
</Assertion>
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- — CNLAuthnTicket example — 1752 bytes

/ \

<cnl : CNLAut hnTi cket xm ns: AAA="ht t p: / / www. AAAar ch. or g/ ns/ AAA BoD"
xm ns:cnl ="http://ww. aaaut hreach. or g/ ns/ #CNL" | ssuer="http://ww. AAAar ch. or g/ server s/ AAA"
Ti cket | D="f 35585df b51edec48deOc7eadbllcl7e" >

<l-- Mandatory el enents -->
<cnl : Validity Not Before="2005-02-15T14: 33: 10. 548Z" Not OnO Af t er =" 2005- 02- 16T14: 33: 10. 5482"/ >
<cnl : Subj ect 1d="subject">
<cnl : Subj ect | D>WHO740@uiser s. col | aborat ory. nl </ cnl : Subj ect | D>
<cnl : Subj ect Confi rmat i onDat a>
0+qONAVUZWIt xM 8DHEDFy 7e LMax Sf KDIY6ZnY4UWSLDt 0JFt at | Epr Ut gnj Ckzr JUM/VK9qt Uzna
sDdUG+P4ZY7dgab+PH U91Cl usZbzt u/ ZI | NgCnwbsulBQLTuntC8ZTt YKKJIi 4WAS +b MV P8nFNQmM
+M7F4bJ| PBf Lcxf Obk4=
</ cnl : Subj ect Confi rmati onDat a>
<I--Optional elenments -->
<cnl : SubjectAttribute attrnanme="urn:cnl:subject:attribute:job-id">
CNL2- XPS1- 2005- 02- 02
</cnl : SubjectAttri bute>
<cnl: SubjectAttribute attrnanme="urn:cnl:subject:attribute:role">
anal yst @obl D; expert @obl D
</cnl :SubjectAttribute>
</ cnl : Subj ect >
</ cnl : CNLAut hnTi cket >
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— CNLAuthnToken signed/encrypted — 401/269 bytes

/ A

<cnl : CNLAut hnToken xm ns: cnl ="http://ww. aaaut hr each. or g/ ns/ #CNL"
Tokenl D="f 35585df b51edec48deOc7eadbllcl7e" >

<cnl : Subj ect | D>WHO740@ser s. col | aboratory. nl </ cnl : Subj ect | D>
<cnl : TokenVal ue>
0+gONAVUZWIt xM 8DHEDFY 7e LMax St KDJ Y6ZnY4UWSDt 0JFt at | Epr Ut gnj Ckzr JUMVW9qt Uzna
sDdUGHP4ZY7dgab+PHi U91C usZbzt u/ ZI | NgCnwssulBQLTunC8ZTt YKKJi 4WAs +b MVbP8nFNQm
+M/F4bJI1 PBf Lcxf Obk4=</cnl : TokenVal ue>
</ cnl : CNLAut hnToken>

 CNLAuthnToken is constructed of the CNLAuthnTicket TicketlD and SubjectConfirmationData
which is encrypted SubjectID value

 CNLAuthzToken must be self-sufficient and doesn’t require caching CNLAuthnTicket’s

<cnl : CNLAut hnToken xm ns: cnl ="http://ww. aaaut hr each. or g/ ns/ #CNL"
Tokenl D="a392a20157698d201d77b2c6e8e444ef " >

<cnl : Subj ect | D>WHO740@user s. col | aboratory. nl </ cnl : Subj ect | D>
<cnl : TokenVal ue>qi j 92JgKZp9R JXYNLQIANOvhj LISMGVLD doQ nCsk=</ cnl : TokenVal ue>
</ cnl : CNLAut hnToken>

SURFnet, Mex 24, 2005. Utrecht XACML and SAML suggort in GAAAPI gi gg Q



